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COMP 4632
Practicing Cybersecurity: Attacks and Counter-measures

Week 1 Lab Exercise

Topic: Access Control Systems and Virtualization Environment

Lab Objective

In this lab, we will go through some simple steps to determine the Windows
authentication and access control policies

Task 1 - Access Control Security Lab

## Question 1. What is the current policy being implemented at the machine?
How to determine that? (0.5 mark)

## Question 2. What is the difference between access control matrix in Windows
and Linux? (1 mark)

## Question 3. Which log record stores the user authentication information? (0.5
mark)

Lab Objective
In this lab, we are going to introduce and walk through the setup procedure of
virtualization platform (e.g. bare-metal hypervisor and management console). The
whole setup will include the following components:
e Install VMware vSphere Hypervisor
VMware vSphere Hypervisor Network Configuration
Install VMware vSphere Client
VMware vSphere Hypervisor Connection
VMware vSphere Hypervisor Function Walkthrough

Task 2 — Bare-Metal Hypervisor Installation Walkthrough

Bare-metal hypervisors run directly on the host's hardware to control the hardware
and to manage guest operating systems. All guest operating systems run as a “process”
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on the host. Examples of bare-metal hypervisors include Oracle VM, the Citrix
XenServer, VMware ESX/ESXi and Microsoft Hyper-V.

Task 2.1 Download VMware vSphere Hypervisor
In the following tasks, we are going to use ESXi as an example of bare-metal
hypervisor. Firstly, we need to download the required files.

Step 1. Go to VMware Official Website
e Go to the following VMware Official Website
o https://my.vmware.com/web/vmware/evalcenter?p=free-esxi6
o Login is required to download the ESXi setup file

@ httpsy//my.vmware.com/web/vmware/evalcenter?p=free-esxi6 @ v

vmware Products  Cloud Services  Support  Downloads  Consulting  Partner Programs ~ Company

X Email Us

1-877-486-9273

VMware vSphere Hypervisor 6.0

| Download Center S
I This download center features technical documentation and installation guides to

1

] make your use of vSphere Hypervisor a success. ST LT EEI T HEE e e
I Top vSphere Hypervisor Resources Email Address or Customer Number:

u VMware Hardware *
Compatibility
Guide Password

Forgot your password?
Remember me

Step 2. Download ESXi ISO Image and VMware vSphere Client
e After login the portal, scroll down to “Download Package”
o Click “Manually Download” to download both “ESXi ISO Image
(Includes VMware Tools)” and “VVMware vSphere Client”.
Download Packages

=) Your downloads are available below

= VMware vSphere Hypervisor €.0 - Binaries

ESXi IS0 image (Includes VMware Tools)
2015-031216.0.0 1348 MB | iso

Boot your server with this image in order to install or upgrade to ESXi (ESXi
requires 64-bit capable servers). This ESXi image includes VMware Tools.

MDESUM(’): 478e2c6f7a875dd3dacaaeb2b0b38228
SHA1SUM("): a38a9d372a529329338de049679¢1dd1687d3860

VMware vSphere Client
2015-031216.0.0 1 341 MB | exe

Separate installer for the VMware vSphere Client. Note: vSphere Web Client
can be installed using the vCenter Server installer

MDBSUM("): cch82b3ba29c0e8bc9f(010e088bd00c3
SHA1SUM("): ecd7e41e781320455a5a521eb66b6ffac02eb17d

Task 2.2 Install VMware vSphere Hypervisor
In this task, we are going to walkthrough the installation process of ESXi 6.0.0.

e After downloading the image, burn the image into a DVD/USB and insert it to

the target machine.
e Restart the target machine and enter the boot menu
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o Select “ESXi-6.0.0-2494585-standard Installer” and press “Enter”

E3Xi-6.8.8-2494585-standard Boot Menu

E5Xi—-6.8.8-2494585-standard Installer

Boot from local disk

e After loading the installer, a welcome message would be shown

O

O
O
O

Press “Enter” to continue

Press “F11” to accept and continue the license agreement

Select the storage device and press “Enter”

Select a keyboard layout with default setting “US Default” and press
“Enter”

e Enter the password for the root account and press “Enter”

Enter a root password

Root password:
Confirm password:

e After entering the root password, press “F11” to confirm installation
e After completing the installation, an installation complete message would be

shown

o Remove the installation disc from the machine
o Press “Enter” to reboot the server to start ESXi 6.0.0

Installation Complete
ESXi 6.0.0 has been installed.

ESXi 6.0.0 will operate in evaluation mode for 60 days. To
use ESXi 6.0.0 after the evalvation period, you nust
register for a YMuware product license. To adninister your
server, use the vSphere Client or the Direct Control User
Interface.

Reboot the server to start using ESXi 6.0.0.

e Upon completion, the ESXi 6.0.0 management console would be shown, from
the management console, you would be able to view
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o ESXi version

o Hardware information (CPU and RAM)

o IP Address assigned to the ESXi, which will be used to manage and
access the ESXi via vSphere Client

VYMuare ESKi 6.0.0 (VMKernel Release Build 2494585)

YMuare, Inc. WMuare Virtual Platform

2 x Intel(R) Core(TM) i7-2620M CPU B 2.70GHz
4 GiB Hemory

Download tools to manage this host from:
http://192.168.231.128/ (DHCP)
http://[feB0::20c:29ff :feb3:5dadl/ (STATIC)

<F2> Customize System/View Logs <F12> Shut Doun/Restart

Task 2.2 Configure VMware vSphere Hypervisor Network Setting
In this task, we are going to configure the network setting of the installed ESXi 6.0.0

Step 1. Go to ESXi Console

e From the console, you would observe that the IPv4 Address of the ESXi is
assigned via DHCP

Step 2. Enter System Configuration
e From the console, press “F2” to enter “Customize System/ View Logs”

e Authentication would be required, enter the root password set earlier during
the installation process
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Authent ication Required

Enter an authorized login name and password for
localhos=t . localdonain.

Conf igured Keyboard (US Default)
Login Hame: [ root
Passuord : [ sewsemmmens_

<Enter> 0K <Esc*» Cancel

Step 3. Set Static IP Address for ESXi
e After successful authentication, a menu would be shown:

Systen Customization Conf igure Passuord

onf igure Password Set

Conf igure Lockdoun Mode

To prevent unavthorized access to this system, set the

Conf igure Management Network password for the user.

Test Management Network
Network Restore Options

Conf igure Keyboard
Troubleshoot ing Options

Vieu System Logs
View Support Information

Reset System Configuration

O
O
O

o

Go to Configure Management Network > IPv4 Configuration

Press “Enter” to edit the setting

Press “Space” on “Set static IPv4 address and network configuration”
to mark the selection

Edit the IPv4 address to a static IP

## Question 4: How should the IPv4 address be set? Please provide a valid
IP range. (0.5 mark)

IPv4 Configuration

This host can obtain network settings auvtomatically if your netuwork
includes a DHCP server. If it does not, the following settings must be
specified:

( ) Disable IPv4 configuration for management netuwork
( ) Use dynamic IPv4 address and network configuration

(o) Set static IPv4 address and network configuration:

IPv4 Address [ 192.168.231.100 1
Subnet Mask . . .U
Default Gateway [ 192.168.231.2 1
Up/Doun>» Select <«Space> Mark Selected {Enter> DK <Esc> Cancel
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o Press “Enter” to confirm the modification
o Press “EsC” to exit the management console
o Press “Y” to confirm and apply the change

Step 4. Checkpoint

e Upon completion of the above configuration, you could observe that the 1Pv4
Address of the ESXi is static in the ESXi interface

[ALIT) R NCAN] [} (1 Ingidrie - an
http://192.168.231.100/ (STATIC)
) - Eoll. . A1 ) =T ED = JLIOL

ronm -

STATIC)

## Bonus Question 1: Why do we want to set the IP Address of ESXi to be
static? (0.5 mark)

Task 3 — VMware vSphere Client Installation and Connection Walkthrough

After installing ESXi, a management tool — VMware vSphere Client could be
installed to manage the host.

Task 3.1 Install VMware vSphere Client and Manage the ESXi

In this task, we are going to walkthrough the installation process of VMware vSphere
Client.

Step 1. Install VMware vSphere Client

e Execute the installation package downloaded in task 1.1

e Install the package with default value set

e After the installation, press “Finish” to complete the process

[ ]

Step 2. Manage ESXi via vSphere Client

e  Execute the “VMware vSphere Client”

o Enter the IPv4 Address of the ESXi and credentials to login the
management console
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@ VMware vSphere Client
vmware

VMware vSphere”

Client

@ All vSphere features introduced in vSphere 5.5 and beyond are
available only through the vSphere Web Client. The traditional
wSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IP address or host name.
To manage multiple hasts, enter the IP address or name of a
wCenter Server,

IP address /Name:  [192,168.231.100 -]
User name: Imot
Password: Itttttttt

[ Use Windows session credentials

Login I Close |

e  After successful authentication, the following result would be shown

192.168.231.100 - vSphere Client - a

B

m

le Edit View Inventory Administration Plug-ins Help

‘g tome b g Inventory b [l Inventory
& @
[ R zmm localhost localdomain VMware ESXi, 6.0.0, 2494585 | Evaluation (60 days remaining)
B Summary [ Virtual Machines [ Resource Allocation | Performance | Configuration | Users | Events [ Permissions
close tab [X] ~
What is a Host?
A host is a computer that uses virtualization software, such Virtual Machines \
as ESX or ESXI, to run virtual machines. Hoste nrovide the
CPU and memory resources that virtual ma VMware Evaluation Notice
give virtual machines access to storage and
connectivity. W evaluation license wil expire within 60 days!
You can add a virtual machine to ahostby st
one or by deploying a virtual appliance. When the evaluation license expires, the ESXi host might stop
. . managing all virtual machines in its inventory. In order to manage
The easiest way to add a virtual machine is  these machines you must obtain and assign a license to your ESXi
virtual appliance. A virtual appliance is a pr
machine with an operating system and soffv
installed. A new virtual machine will need ar
system installed on it, such as Windows or | B
Assign alicense to the ESXi host
Basic Tasks
&t Create a new virtual machine
Explore Further
=| Learn about vSphere 3
Recent Tasks HName, Target or Status contains: + Clear %
Name | Target Status | Details | Initisted by | Requested Start Ti...— | Start Time | Completed Time |
7 Tasks | root

Task 4 — VMware vSphere Client Function Walkthrough

VMware vSphere Client could be used to manage the ESXi, such as creating new
users, creating virtual machines and configuring virtual networks etc.

Task 4.1 Creating New Users

e Select the ESXi machine on the left panel
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Eile Edit View Inventory Administration Plug-ins

ﬁ £y Home [ g Inventory B [F Inv

A @

@ New Virtual Machine

e Go to “Users” tab
e Right click in the empty space and click “Add...”

localhost.localdomain VMware ESXi, 6.0.0, 2494585 | Evaluation (60 days remaining)
Getting Started | Summary | Virtual Machines ' ResourceAllocation | Performance ' Configuration
User | Name |

root Administrator

VPXUSEr WMware Virtual Center administration account

deui DCUIUser

= E 192.168.231.100 localhost localda

Getting Started

Lser
root

Events ' Permissions

Add...

View Column 3
Export List...

e Enter the new Login ID and password for the new user
Task 4.2 Launching Virtual Machines

Select the ESXi machine on the left panel
Go to “Getting Started” tab
Click “Create a new virtual machine”
Configure the following settings

o Configuration type
Virtual machine name and location
Destination Storage
Guest Operating System
Network
Disk size and provisioning policy

O O O O O
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@ Create New Virtual Machine

Create a Disk
Spedfy the virtual disk size and provisioning policy
Confiquration Datastore: Idamstorel
Mame and Location
storage ) Available space (GB): 316
Guest Qperating System
Metwork P =
Create a Dick Virtual disk size: I 40 j IGE j

Ready to Complete % Thick Provision Lazy Zeroed

™ Thick Provision Eager Zeroed
" Thin Provision

## Bonus Question 2: What are the difference between the provisioning
policy listed above? (0.5 mark)

e A new virtual machine would be created and shown of the left panel
e Select the newly created virtual machine
e You could start the VM by pressing “Power on the virtual machine”

Basic Tasks

[> Power on the virtual machine

(3 Edit virtual machine settings

¢ You could also edit the VM setting in “Edit virtual machine settings”
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@ MNew Virtual Machine - Virtual Machine Properties = B
Hardware ]Options ] Resources ] virtual Machine Version: 11 /&4
Memary Configuration
[ Show All Devices Add...
i Memory Size: 4::' | GBﬂ
Hardware Summary 2 TeH

Maximum recommended for this

g SETIET Sl 1TEH <l guest OS: 4080 GB.
CPUs 1

L Maxi ded for best
|;| Video card Video card SUBER - D:F?Ln:;n;éf;?%ng? =a for bes
= VMCIdevice Deprecated 256 GBI Default recommended for this
e- SCSI controller 0 LSILogic SAS 178 GE 4 <l guest 0S: 4 GB.
% CD/DVD drive 1 Client Device 64 GEH Mimimum recommended for this
& Harddisk1 Virtual Disk =l g_uestOS: 512 ME,
Floppy drive 1 Client Device 32 GB~
BB Network adapterl WM Network 16 @B+

5 GE

Task 4.3 Configuring Virtual Network

e Select the ESXi machine on the left panel
e Go to “Configuration” tab
e Go to Hardware -> Networking
e Click “Properties” to configure network settings, such as
o Set VM Port Group
o SetVLAN ID
@ vSwitchO Properties = B
Paorts l Metwork Adapters ]
Configuration S vSphere Standard Switch Properties ]
fit vSwitch 120 Ports < Number of Ports: 120
@  VMNetwork Virtual Machine ...
g Management Net... vMotion and IP ... Advanced Properties
ML 1500
Default Policies
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: -
Burst Size: =
Failover and Load Balancing
Load Balandng: Port ID
MNetwork Failure Detection: Link status only
Motify Switches: Yes
Failback: Yes
Add... Artive Adapters: vmnicO v

Close

Task 4.4 Edit Resource Allocation
e Select the ESXi machine on the left panel

e Go to “Resource Allocation” tab
e Right click on the created virtual machine and select “Edit Resource Settings”
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localhostlocaldomain VMware ESXi, 6.0.0, 2494585 | Evaluation (60 days remaining)

Getting Started | Summary | Virtual Machines EELIWCEA LWL Performance | Configuration | Users | Events
CPU Memory
Total Capacity: 3175 MHz Total Capacity: 983 MB
Reserved Capacity: 0 MHz Reserved Capacity: 0 MB
Available Capacity: 3175 MHz Available Capacity: 983 MB
View: |CPU Memory Storage
MName | Reservation - MHz | Limit - MHz | Shares | Shares Value %
| 1 NewVirtual Machine I'n Linlimited MNormal 1000 10

Edit Resource Settings...

Copy to Clipboard  Ctrl+C

e The following resources could be managed
o CPU Resources
o Memory Resources

—CPU Resources

Shares: INurmaI ;I I
Reservation: J

" Expandable Reservatio
Limit:

1000 =]
| 0= MHz

J | 3175 MHz

¥ Unlimited

¥ Unlimited
—Memary Resources
Shares: INurmaI ;I I {IQGIZI::I
Reservation: J IW ME
" Expandable Reservatio
Limit: J | 333 —] MB

## BONUS Question 3: Why do we want to limit the resources allocated to

a machine? (0.5 mark)
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Task 4.5 Configuring Storage

e Select the ESXi machine on the left panel
e Go to “Configuration” tab
e (o to Hardware -> Storage

Datastores Refresh  Delete

Rescan All...

Add Storage. ..

Identification + | Device Drive Type Capacity Free | Type LastUpdate Hardware Ateereany
@ datastorel Local VMware, Di... Non-350 32.50 GB 21.55 GB VMFS5 24/8/2015 5:29:56 Not supported

e You could manage the storage by adding/ removing datastores
** Network File System could also be added

Storage Type

™ Disk/LUN
Create a datastore on a Fibre Channel, iSC5I, or local SCSI disk, or mount an existing YMFS valume.

" Network File System
Choose this option if you want to create a Metwork File System.

Lab Objective
This lab is to test your network and communication skills

Task 5 — Network Connection

## Question 4: Explain what is TCP 3-way handshaking? (0.5 mark)

## Bonus Question 4: Which OSI layer the following network components
operates at: (1 mark)

Hub — Layer:
Switch — Layer:

Router — Layer:

## Bonus Question 5: What is the different ICMP, UDP and TCP protocol? (0.5
mark)

End of Lab
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